EASTERN WEST VIRGINIA COMMUNITY & TECHNICAL COLLEGE
BOARD OF GOVERNORS
PoLicy No. BP-6.13
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SECTION 1. GENERAL

1.1.  This policy establishes guidelines and responsibilities for Eastern West Virginia Community and
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information resources. This information is based on the State of West Virginia Information
Security Guidelines issued by the Governor’s Office of Technology.

1.2.  Authority - State of West Virginia Security Guidelines
1.3. Effective Date - March 16, 2016
SECTION 2. SCOPE AND APPLICABILITY

2.1.  This policy applies to all Eastern West Virginia Community and Technical College employees
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incident, along with the roles and responsibilities of the incident management teams,
must be established and reviewed regularly.

3.3 Access Controls

and will be implemented in accordance with this policy.
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332 Procedures must be implemented to protect information resources from accidental,
. AR R s e e L

333 Appropriate controls must be established and maintained to protect the confidentiality
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334 Individual users must have unique user ids and passwords.

335 All employees must be accountable for their computer, account, and password and for
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3.4 Personnel Practices

34.1 All IT assets, including hardware, software, and data are owned by Eastern WV
Community and Technical College unless excerpted by contractual agreement.

3.4.2 Information resources are designated for authorized purposes only. Eastern WV
Community and Technical College reserves the right to monitor and review employee use
as required for legal, audit, or legitimate authorized State operational or management

purposes.
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Institutional policy.

3.44 All employees must sign a confidentiality statement indicating that they have read,
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5.1. Responsibilities

5.1.1 The Chief Information Officer is responsible for administering the provisions of this
policy and the State of West Virginia Information Security Guidelines.
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security procedure is in effect and that compliance with this policy and the State of West
Virginia Information Security Guidelines is maintained for information systems owned
and operationally supported by the department.
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